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Cybersecurity Is More -
Than Technology,

It's People Too
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We hear about cyberattacks and data breaches constantly. T * ° e o o .. o

If you have a pulse, you're probably aware of the heavy L0 . ¢ . '. ‘.0 ® 9 ...I

emphasis on cybersecurity’s technical side. However, it L., 0. o. ) ...’.. 0 ¢
is not enough to place sole emphasis on technical . e o o o o ...‘ ® .. [

solutions to these problems. According to I1BM, e e ‘e ’e .. ..‘ o Q. ® O. ¢
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human error is the root cause of 95% of data [ ° LIPS ®, )

breaches. Cybersecurity also requires ® o ® . . .

people to think critically and make good e . °. ‘. .
decisions based on various scenarios ® . ‘.

ZLWK GL*HUHQW LPSOLE
A team-wide understanding of
cybersecurity best practices
LV HVVHQWLDO IRU H
managing cyber risks.

Cybersecurity Awareness Is
Becoming A Culture Shift

%\ QRZ PRVW RI XV DUH Zp%
WKDW F\EHUVHEXULW\ LV

D WRSLF WKDW GHPDQGV R
DQ HVVHQWLDO SDUW RI PR
LW V LQFUHDVLQJO\ EHFRPLGQ
ZLWKLQ FRPSDQLHYV

6RFLDO HQJLQHHULQJ LV LQYROY

DWWDFNV 6RFLDO HQJLQHHULQJ I%

RQ KXPDQ LQWHUDFWLRQ DQG PDQLSY

XQDXWKRUL]JHG DFFHVV WR VI\VWHPV QHWS

ORFDWLRQV )RU H[DPSOH D VLPSOH SKLVKLQJ HPDLO L

VWDUWLQJ SRLQW IRU RI DOO F\EHRRPWR®BRDPO DQG NQRZV ZKDW VWH S

7KH PLVVLRQ WR SURWHFW DJDLQVW PV ENSFTWWBENY LV D WHDP

H RUW DQG FRPSDQLHV PXVW VWDUWDYRIMWKH WKEEGRRQLFLHV LQ SODF
DQG HQVXUH HYHU\RQH LV RQ ERDUG ¥ IFW R WWKHH PW K DMR W DNHYV F\EHUVHFX
&RPSDQ\ OHDGHUV PXVW GH4QH HPSORDHH QR IXHDIYEWHSYV DQG HVWDEOL
H[SHFWDWLRQV E\ FOHDUO\ RXWOLQLQRZV KHIPS B QEHLY FBEXDYRLG IDOOLQJ
SROLFLHV 7KLV ZD\ HYHU\RQH XQGHENEMD Y B ¥ XW K /W DARHUMDE . o oage 4



~ CISA and Cyber.org expanding
access to K-12 cybersecurity

access across the country.

 —PSOHPHQWLQJ WKLV FXUULF
FUHDWH D ZRUNIRUFH WKDW L
SURWHFW RUJDQL]DWLRQV DQ

Testing Security With Vulnerabllity
Scans And Penetration Tests

'LG \RX NQRZ WKDW R1 DOO VRIWZD HbvKOcRWar@ BBy Westing and Vulnerability

RQH YXOQHUDELOLW\" 2YHU WKH ODVWS(%IHﬁngG?H ZH YH VHHQ DQ

LQFUHDVHG QHHG IRU VHFXULW\ GXH WR WKH PDVV WUDQVLWLRQ WR

D GLILWDO ZRUOG :LWK HYHU\WKLQJ NHSW RFIELEN PwMORWPHERPHFRPELQLQY

YLWDO WR HQVXUH \RXU GDWD LV VDIHYF8E EYREHPENNYFDQV LV WKDW WKH\ R

SURWHFWLR% IXOOHUDELOLW\ VFDQQLQJ
2QH RI WKH EHVW zZD\V WR WHVW \RXU If\ﬁPL \V\YLX 5 I_\| \X/LDO WKUHDWV 3}

WKURXJK SHQHWUDWLRQ WHVWLQJ DQ%l_\( UP\E"\HI‘JWI&\YE’ %Y/X%ﬁWWR H[SORI

ZKLOH YXOQHUDELOLW\ VFDQV DQG SHQ—'\J_B(W?&)MWVE%V\V&VUHL{HXVLJ'RILV\Q\BHPV DUH

WKH\ UH QRW H[DFWO\ WKH VDPH ERWK

What is Penetration Testing? Be Proactive

SHQHWUDWLRQ WHVWLQJ DOVR NQRZQ_RY 5HQ WHYWLRE b\ RexuLw\ LV QrR ORC
VLPXODWHG F\EHUDWWDFN ZKHUH SURBIYYIERQRDWHWALFPOy W 20\ wR HQVXUH |
H

KDFNHUV WUV WR JDLQ DFFHVYNY WR VAVWHPY ARG, E\ FRQGXFWLQJ UHIXODU SHQ!

GDWD XVLQJ WKH VDPH WHF DELOLW\ VFDQV %\ FRPELQL
PDOLFLRXV KDFNHUV DFWLYH DQG SDVVLYH IRUP RI SURW
GDWD DQG \RXU FXVWRPHUV VDIH

HVW H[SORLWV
2Q VSHFL4F DUH]I
\ R*HU DQ RYHU ¥

{ XHV Dyx

What are Vulnerability Scans?

$ YXOQHUDELOLW\ VFDQ DLPV WR L
ZHDNQHVVHY ZKHUHDV D SHQHWUL
WKHP :KLOH SHQ WHVWV WHQG WR
YXOQHUDELOLW\ VFDQV DUH EURDG
ORRN DW WKH KHDOWK RI \RXU VHF




B Cybersecurity Is More Than
Technologycontinued...

Companies Should Implement A Holistic
Approach To Cybersecurity

(PSOR\HHV FDQ KHOS LQ LPSOHPHQWLQ
WR F\EHUVHFXULW\ EDVHG RQ D IX0O0 X
DQG YXOQHUDELOLWLHV 7KLV LQFOXG
SROLFLHV SDUWLFLSDWLQJ LQ XVHU H(
IROORZLQJ DQG NHHSLQJ XS WR GDWH
SUDFWLFHV

7TKHUH DUH PDQ\ GL*HUHQW W\SHV RI W
YXOQHUDELOLWLHY DW ZRUN 7KHVH LQ
DQG WHFKQLFDO WKUHDWYVY DV ZHOO D
RQ PDOLFLRXV OLQNV RU PLVKDQGOLQJ
(PSOR\HHV VKRXOG EH WUDLQHG WR LG
YXOQHUDELOLWLHY TXLFNO\ WR WDNH
HVFDODWH

ORVW FRPSDQLHY HGXFDWH HPSOR\HHYV
ZLWK F\AEHUVHFXULW\ WUDLQLQJ SURJU
LQYHVW LQ F\EHUVHFXULW\ WUDLQLQJ
ULVNVY DUH GHFUHDVHG E\

~W V $ 7THDP (*RUW

H&\EHUVHFXULW\ LV QR ORQJHU MXVW D
SHRSOH LVVXH DQG LW V WKH UHVSRQ
DQ RUJDQL]DWLRQ (YHU\RQH RQ WKH
WR QRQ PDQDJHULDO HPSOR\HHV PXV

EH ZLOOLQJ WR WDNH WKH LQLWLDWLY

NQRZ KRZ WR FRQ4JXUH D 4UHZDOO EX

UHVSRQVLELOLW)\ IRU NHHSLQJ WKH RU

%\ ZRUNLQJ WRJHWKHU DV D WHDP EXV
DQG UHVSRQG WR WKUHDWY EHIRUH DQ
ZD\ FRPSDQLHVY FDQ SUHYHQW KDFNHU
VHQVLWLYH LQIRUPDWLRQ WKDW FRXO
ORVVHVY UHSXWDWLRQDO GDPDJH RU H
HPSOR\HHV FXVWRPHUV RU RWKHU VW
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Use a password manager

&UHDWH VWURQJ
and manage them all in
RQH SODFH

n

Set Up Multi-Factor
Authentication (MFA)

$Q DGGLWLRQDO PD\HU
SURWHFWLRQ 0)$
\RXU LGHQWLW\
D VHFRQG W

Do Not Recycle Passwords

RI SHRSOH FRQWLQXH
XVH WKH VDPH SOVVZRUG
HYHU\ZKHUH

Continue reading on our blog at WE ARE CELEBRATING

goleadingit.com/blog

. Birthdays
{, :' Lead fngIT Garrett McCleary - October 5th

Katelynn Ware - October 17th

6HUYLQJ WKH &KLFDJRODQG D Anniversaries
LQ :RRGVWRFEFN 'RZQWRZQ &l '"HYLQ /LQGHORI
DQG QRZ LQ ODQWHQR -/



